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Pre log-in wizard

GivEnergy®

Are you a Customer or a
GivEnergy Installer?

(® I'maCustomer

ﬁ I'm an Installer / Installer Business

GivEnergy®

Have you created an
identity with SS0?

Single Sign On (SSO) offers increased account protection
cess all your GivEnergy accounts with a

and allows to you ac
single email address and password.
Yes - Sign in with GivEnergy SSO

No - Sign in with legacy login
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GivEnergy®

Critical security updates will
take effect on the 04/03/25

Installers must create an identity, and link your
account(s) on or before the 4th of March 2025. After this
date, you will no longer be able to access the portal using
a legacy username and password.

Creating an identity offers increased account security, and
eliminates the need to manage multiple usernames and
passwords. It also allows us to offer faster, more
personalised support.

Read our blog on how it works and why it matters.

Login & Migrate Now

Login & Migrate Later

1. Introduction to SSO

What is SSO & Why Is It Important?

Single Sign-On (SSO) is a secure identity management system that allows users to access multiple GivEnergy platforms
& accounts using a single set of credentials. It improves security, simplifies login management, and ensures installers,
engineers, and customers can seamlessly switch between different accounts without needing multiple usernames
and passwords.

Key Benefits of SSO:

J One Login for Everything - Access GivEnergy Portal, Givinstaller, and Customer Dashboard with a single identity.
J Enhanced Security - Supports Multi-Factor Authentication (MFA), protecting accounts from unauthorized access.
J Improved User Experience - No more forgotten passwords or account mix-ups—everything is linked to a single identity.

J Ensures Compliance & Accountability - Helps GivEnergy track which individual is responsible for an install, improving
support response & training validation.

2. Migration to SSO - Key Deadlines for Installers

Mandatory Migration Deadline: Tuesday, 4th March

¥ After this date, installer legacy logins will be permanently disabled, and installers must use SSO to access all GivEnergy

systems.
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Soft Deadline: 4th January 2025

¥ Installers strongly encouraged to migrate to SSO

¥ Installers can still use legacy logins with limited bypass attempts (5 skips per account, 48 hours each) before full
SSO enforcement.

SSO Introduced: 20th December 2024
7SSO Identity functionality made available

¥ Installers strongly encouraged to migrate to SSO

Important Note: New installer accounts created after 20th December 2024 will automatically be set up with SSO - no
action is required for these accounts.

Important Note: We will initially only be requiring installer accounts to migrate - so your customers will not be affected by
this change. Distributors, business and customer accounts are not currently required to migrate (but can do so optionally).
Future communications will be sent out regarding migration for other account types at a later date.

3. Step-by-Step Guide to SSO Migration

How to Migrate Your Account to SSO

Step 1: Start the Migration Process

¥ Loginto the GivEnergy Portal with your installer account and click the SSO migration banner OR go to Account Settings >
Manage Account Security > Migrate to SSO.

¥ Note SSO onboarding is not available through the app.

migrated to the new 550 senvice. You can migrate by clickin ead our blog on how it works and why it matters, here, DIEMISS

W

@ ‘We're making it easier to sign into our services with Sing e-iﬁssﬂl. GivEnergy is investing in enhanced security tools and processes. As part of this inftiative, all customers will be

Click here to
begin onboarding
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noreply@givenergy.cloud

To: @ Joe Brown

[WAR
content

Hi

Please enter the one-time password (OTP) below to sign into your GivEnergy Account:

499649

Please enter this OTP within 10 minutes of receiving this email.
If you did not request this, you can ignore this email.

Thanks,

GivEnergy

From here click the Migrate button that appears and you will be prompted to create a new SSO Identity.

Create your SSO identity

An SSO identity is a set of credentials associated with an individual (i.e. a specific person). This identity can have access to
one or more GivEnergy accounts with different permissions. Manage Account Security > Migrate to SSO.

First we need to set up an SSO identity to which your GivEnergy accounts will be associated.

First, enter your email address and create a secure password.

If you previously used a username that wasn't an email, use your email address instead.

Some legacy users may have previously logged in with a username and password that wasn't their email address. The
new SSO service streamlines that sign in process by following standard practices - you must use a valid email address that you
have access to for your SSO Identity.

You can use the exact same email and password as your Givenergy Portal account (providing the password meets the security
requirements) but you must have access to the email account to receive verification codes.
Verify your email

A verification code will be sent to your registered email to ensure that you are the email account holder.

Copy the code and enter it in the SSO portal.



N noreply@givenergy.cloud

Some content in this message has been blocked because the sender isn't in your Safe senders list.

[WARNING: This email originated from outside of the organisation. Do not click links or open attachments unless you
recognise the sender and know the content is safe]

Your confirmation code is 637721

Reply Forward

The code will be sent from noreply@givenergy.cloud as seen above. Simply copy this code and paste it into the box as
indicated in the image below.

Giv

Giv

Login to finalise your registration

enter code here

Once the code is entered you will be prompted to login. Click “Go to login”.
Login to your new SSO Identity

Click on the “Go to Login” button as per screenshot above

Login using your new SSO Identity credentials (ensuring that you are using the new SSO credentials that you just set up).
A verification code will be sent to your registered email to authenticate.

Copy the code and enter it in the SSO portal, to log into your new SSO Identity

From this point on you will need to login using your new SSO credentials on both the GivEnergy app, Portal &
Givinstaller apps.
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Optional - Step 5: Link your other existing GivEnergy accounts
If you only have one GivEnergy account, this step will not be required.

However, if you have multiple accounts (e.g. a customer and an installer account) you can link all these GivEnergy
accounts to your new SSO Identity.

¥ When logged into the portal with your new SSO identity navigate to Account Settings > Manage Account Security >
Manage SSO

¥ Click"Add Another Portal Account”

¥ Login with your old GivEnergy username and password to connect your legacy account to your new SSO identity.

Now that you have linked your GivEnergy accounts to your new SSO identity you can access all your accounts via the same SSO
login across app, portal and Givinstaller.

Once linking is complete your GivEnergy account will be associated with your new SSO account and appear assigned as shown
below.

Accounts & Identity Management

Switch Accounts

Switch 1o or manage acoownts linked 1o your 350 identy. ick an acoount 10 ewitch to it

Your account name here add Another Portal Account
Your account type hane

Step 6: Using SSO as your universal login

¥ Once you have linked all desired GivEnergy accounts to your new SSO Identity, you will see your accounts listed under
SSO Account Management.

¥ You can now use the account switcher to access all linked accounts via your SSO credentials on both the GivEnergy
app, portal & Givinstaller.

Issue? Check spam/junk folders for the verification email. If you don't receive a code, contact support@givenergy.co.uk
If using a web browser, please ensure you do not have multiple givenergy portal logins open in separate tabs otherwise this can
fail when switching between websites.
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4. Troubleshooting & FAQs

General Questions
1. What if | forget my SSO credentials?

Use the ‘Forgot Password?’ option on the SSO login page to reset your password.

2. Can I still use my old login after migration?

No, once your account is migrated, you must use SSO credentials to log in.

3. I have multiple GivEnergy accounts, can | link them to one SSO identity?

Yes! Use the SSO Account Management tool to link all your installer, business, and customer accounts under one

4. What if | use shared accounts with my team?
Each engineer/installer must have their own SSO identity for accountability. Shared logins will no longer be supported after
migration. Your business account owner can create new installer accounts & arrange appropriate training to resolve this issue.

Legacy Login & Bypass Issues
5. How do | use the bypass if | haven't migrated yet?

Go to the legacy login page, enter credentials, and click “Bypass Migration”.
This allows access for 48 hours per bypass.

After 5 bypass attempts, migration becomes mandatory.

N U U X

Bypass functionality will not be available after 4th March 2025

6.1 migrated my account, but my old login still works—why?

¥ Until 4th March of 2025, both legacy and SSO logins will work temporarily, but installer legacy logins will be removed
permanently after this date.

Portal & App Login Issues
8. I can'tlog into the portal after migration.

¥ Ensureyou are using the “SSO Login"” button, NOT the old login form.
¥ Check that you entered your SSO credentials (not an old username).

¥ Ifyou are using a password manager - ensure that it is updated to use your new SSO credentials.

9. I migrated my account, but the app isn’t recognizing my login.

¥ Make sure you are using SSO credentials, not legacy ones.
¥ Iftheissue persists, log out and log back in using ‘SSO Login’ on the app.

¥ Ifyou are using a password manager — ensure that it is updated to use your new SSO credentials
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SSO Migration Info Screens

During the migration window, depending on your migration status, you may see one or more of the screens below as you
attempt to login. The following sections give more info on what to do if you encounter these screens and need help.

Security upgrade (S50) required

Since 15t January 2025, we've mai

you 1o access all yo

You Bfe NOW required 10 MITate your

can skip this process a lm

2025, you will no longer be able to siip and m Eraton
To Migrate, you will need 1o register 3 new S50 ident L. The email for this 3C0ount ¢ YOUr &x
email address. If you already have an 550 ldentity 2 can log in to link this Porta YO ex

Migration Deadline Screen

¥ Unmigrated accounts will see this screen when using the legacy login method after the 4th January 2025. You can

choose to bypass this screen up to 5 times, but after this you must migrate your account using the 'setup now' button
to access the Portal.

Thet #Ccount has Deen megrated 1o cur new Singe Sign-On (3300 wernce To scorms your sCoount, please sgn n wich 5§50
A e Your P Credertiai ARBIATYESY, JOU CIN L TR PIOCRLE 4 Imited number of Lme, wheh will silon you 1o

bbb Lokt ot evep b i . g o
[

0 @RCOUNET Brey SIFCUNNPS O v QUETHON], Pleate CONLICT YEUF SCCOUNE SORINGERS00n St Kaily LK 0F U SLDEON \/
eam

| |
This account has migrated to Single Sign-On (S50) kL/
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Legacy Login Screen:

¥ This page indicates that an SSO migrated account has been logged into using the legacy method / credentials.

¥ The'Sign in with SSO’ button will navigate you to the SSO login screen to allow you to access the portal with your new
SSO credentials.

¥ If you don't recall migrating the account to SSO, it's worth ensuring that nobody else has access to your account. If
this is the case, you will need to ensure that all users who were previously sharing your Portal account have their own
Portal account set up, linked to their own SSO Identity.

¥ If your account has been linked to another user’s SSO Identity and this requires changing, Customer Support will be
able to de-link the accounts.

¥ Before the 4th March you can skip this page up to 5 times (but will not have access to your SSO functionality whilst
logged in this way). After the 4th March you will not be able to access using the legacy credentials.

Portal Account Required

SSO Login - No Portal Account:

¥ Insome rare cases, an SSO Identity can be created without connecting a Portal Account, (for example when the

¥ Ifyou login with SSO and see this screen, your Portal account is either connected to a different SSO Account, or didn't

properly connect to the SSO account you're trying to log into.

¥ To resolve this, attempt to log in to your portal account using your legacy credentials. If you login without seeing this
screen, re-try migration, signing in to your SSO account rather than registering a new one, this will link the portal
account to the correct SSO Identity.

¥ Otherwise, please contact GivEnergy Customer Support who will be able to resolve your issue.
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5. Future Benefits of SSO for Installers

In the future, we plan to add additional features that build upon our SSO Identity. For example:

¥ Even Stronger Security - Further reducing risk of unauthorized account/system access.Registration flow is
interrupted unexpectedly).

¥ Faster Commissioning - No need to juggle multiple logins for different systems, faster access to planned

commissions.

¥ Better Support & Training Access - SSO establishes a clearer link between the installer and a commission, enabling
GivEnergy support to view site data, provide faster, more targeted assistance & ensuring installers have access to the

right training resources for their specific job.

¥ Seamless Multi-Account Management - Switch between installer, business, and customer accounts without
logging out.

¥ Other Future Features - SSO will allow us to enable biometric logins, social login options, and advanced MFA
security in future updates.

6. Final Notes & Support Contacts

Mandatory Deadline: Tuesday, 4th March (No legacy logins will be possible after this date - if you have not migrated to SSO by
this date, you will be blocked).

Need Help? Contact: support@givenergy.co.uk
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